C KaxablM rogoM MOSOAEXN B UHTEPHETE CTAHOBUTbLCS OOrbLUE, a LWKOMbHUKN O4HU U3
caMbIX aKTMBHbIX Nofib3oBaTtenien PyHeta. Mexay Tem, NOMMMO OFpOMHOrO KonunyecTtBsa
BO3MOXHOCTEN, MHTEPHET HeceT M npobnembl. ATa NamsaTka OOMKHa NoMoyb Tebe
©e3onacHo HaxoauTbCs B CETU.

KomnbloTepHble BUPYCHI

KoMnblOTEPHBIM  BUPYC - 3TO  Pa3HOBUMAHOCTb  KOMMbIOTEPHbLIX  Mporpamm,
OTNINYMTENBHON OCOBEHHOCTBIO KOTOPOW SBMSIETCA CMOCOOHOCTb K pasmMHOXeHuto. B
AOMOSIHEHME K 3TOMY, BUPYCbl MOrYT MOBPEOUTb UMM MOSIHOCTBK YHUYTOXWUTb BCe
annbl 1M AaHHble, MOAKOHTPOSIbHbIE MNOMb30BaTENd, OT WMEHM KOToporo Obina
3anylieHa 3apaxeHHasi nporpamma, a Takke MOoBpeauTb WM [aXe YHUYMTOXUTb
onepaumoHHy0 cuctemy co Bcemu parvnamm B uenom. B GonblwmHCTBE crnyyaeB
pacnpoCTPaHATCS BUPYCbl YEPE3 UHTEPHET.

MeToab! 3aWnTbl OT BPEAOHOCHbIX NPOrpamMMm:

1. \cnonb3yn cOBPEMEHHbIE OnepaLmOHHbIE CUCTEMbI, UMEIOLLIME CEPbE3HbIN YPOBEHb
3aWmnTbl OT BPEOOHOCHbIX NPOrpamm;

2. lNMocTosHHO ycTaHaBnuBan navt (LMdpoBbIE 3annaTku, KOTOpble aBTOMaTUYECKU
yCTaHaBMMBAKTCA C Lenbio AopaboTkM nporpammbl) U Apyrne OOHOBMEHUSI CBOEW
onepaumoHHon cuctembl. CkadmBam UX TOSMbKO C oduLMarnbHOro canta paspaboTymka
OC. Ecnu cywiecTByeT pexxmm aBToMaTuyeckoro OGHOBIEHMWS, BKIOYM €r0;

3. Pabotam Ha cBoeM KoOMMblOTEpPE MOA4 nNpaBamMu MONb3oBaTensl, a He
agMuHucTpatopa. OTO He NOo3BOMUT  OOMbLUMHCTBY BPELOHOCHbLIX  NpOorpamMm
MHCTaNNMpoBaTbCH Ha TBOEM NEPCOHAaNIbHOM KOMMbIOTEPE;

4. Aicnonb3yn aHTUBUPYCHbIE NPOrpamMMHble NPOAYKTbl M3BECTHLIX NMPou3BOAUTENEN, C
aBTOMaTn4eCckum obHoBneHnem 6as;

5. OrpaHunyb om3n4ecknin 4OCTYN K KOMNbIOTEPY ANS NOCTOPOHHUX ML,

6. icnonb3yn BHELLUHNE HOCUTENU MHAOPMaLINK, TakMe Kak doneLuka, ANCK Unu pann na
MHTepPHeTa, TOSTbKO U3 NPOBEPEHHbIX MCTOYHWNKOB;

7. He oTkpbiBan KoMnbloTepHble ¢ansibl, NONyyYyeHHble N3 HEeHaOeXHbIX WUCTOYHUKOB.
[axe Te dpannbl, KOTOpbIE NpUCan TBOW 3HAKOMbIN. Jly4ylle YTOYHU Yy Hero, oTnpassissn
nn oH Tebe unx.

Cetn WI-FI

Wi-Fi - aT0 He BMA nepedayvn OaHHbIX, HE TEXHOMOrMSA, a BCero nuwb 6peHa, mapka.
Ewe B 1991 rogy HuaepnaHackaa komnaHua 3apeructpuposana opeHg "WECA", yto
obosHayano cnosocoyeTaHne "Wireless Fidelity", «koTopbin nepeBoanTCa Kak
"GecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu fowna gpyras abbpesBuatypa, KoTopas SBNAETCA TakoW Xe
TexHonorven. 310 abbpesnartypa "Wi-Fi". Takoe Ha3BaHue 6bIf10 4aHO C HAMEKOM Ha
CTaHgapT Bbicwen 3BykKoBoM TexHuku Hi-Fi, 4yTo B nepeBoge o3Ha4vaeT "BblCOKas
TOYHOCTL".

[a, 6ecnnaTHbIn MHTEPHET-4OCTYN B Kade, OTENsX U asdponoptax SABNSAETCS OTANYHOMN
BO3MOXHOCTbIO BbIXO4a B WHTepHeT. HO MHorme akcnepTbl CcYUTalOT, 4TO
obwepnoctynHble Wi-Fi ceTn He siBnsitoTcst 6e30nacHbIMU.

CoBeTbl N0 6e3onacHoOCT paboTbl B 00LWeaocTynHbIx ceTsax Wi-fi:

1. He nepepgaBan cBOK NMYHYO MHGOpMauuio yeped obwenoctynHole Wi-Fi cetn.
PaboTas B HUX, )kenaTtenbHO He BBOAUTb MApOSnM A0CTYNa, NIOMMHbI U Kakne-To HoMepa;
2. Vicnonb3yn n oBHOBNAM aHTUBMPYCHbIE NporpammMbl U GpaHgmayep. Tem cambiM Tbl
obesonacuwb cebsi OT 3aKkaykm BUpyca Ha TBOE YCTPOMNCTBO;

3. lNpu wucnonb3oBanum Wi-Fi otknoum dyHkumio "O6wmn goctyn Kk dannam wm
npuHTepam". [aHHas yHKUMA 3akpblTa MO  YMOSYaHUIO, OOHAKo HEKOoTopble
nonb3oBaTenn akTMBUPYIOT ee Ans yaobcTea ncnonb3oBaHus B pabote nnm yyebe;

4. He wcnonb3yn nybnuynbin WI-FI onsa nepegayun nu4dHbIX AaHHbIX, Hanpumep Ans
BbIXx04a B coumaribHble CETU UM B SNEKTPOHHYIO MOYTY;



5. Vcnonb3yn TonbKko 3awumilieHHoe coenuHeHne yeped HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoAM UMeEHHO "https://";

6. B wmobunbHOM TenedoHe oTknouM  dyHkumo  "TlogknoveHne k- Wi-Fi
aBTOMaTtunyeckn". He gonyckan aBTOMaTMYeCKOro MOLKIOYEHUS] YCTPOUCTBA K CETSM
Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble cetn

CoumanbHble CETM aKTUBHO BXOOAT B HALly XM3Hb, MHOrMe ntoau paboTatT U XnByT
TaM nocTosiHHO, a B Facebook yxe 3apeructpupoBaH MunnmMapg 4YenoBeK, 4TO
ABNAETCS OOHOWM CceabMOM BCeX Xutenewm nnaHeTtbl. MHorme nonb3oBaTenn He
MOHUMAIOT, YTO MHOPMaUUS, pasMeLLEHHAs UMW B couMarbHbIX CETSX, MOXET ObITb
HangeHa M MUCNorb3oBaHa KEM YrogHo, B TOM u4ucne He obssatenbHo ¢ Gnarumm
HaMepeHNSMMN.

OcHoBHbIe coBeTbl N0 6€30MacHOCTM B COLManbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y 1eba B Apy3bsX He AOIMKHO ObiTb CryYanmHbIX U
HEe3HaKOMbIX NIOOEN;

2. 3awmuian CBOK 4YacTHyK Xu3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, naty
TBOEr0 POXAOEHUA W OPYry0 JNUYHYK  WMHpopMaumio.  3MOYMbIWUNIEHHUKN  MOTyT
MCrnonb3oBaTb JaXe WH(opMaumio O TOM, Kak Tbl M TBOM POAUTENM NNaHupyeTe
NPOBECTU KaHWKYIbI;

3. 3awmuwan ceo penytaumio - AepXu ee B YANCTOTe M 3agaBan cebe Bonpoc: xoTen
Obl Tbl, YTOObLI Apyrve nonb3oBaTenu BUAENN, YTO Thl 3arpyxaewb? MNogyman, npexae
4YeM YTO-TO onybnmnkKoBaTb, HaNMcaTb N 3arpy3unThb;

4. Ecnn Tbl roBopullb C NMOAbMU, KOTOPbIX HE 3Haellb, He UCMONb3yn CBOE pearibHoe
NMSI U OPYTYHO NUYHYO MHOPMaLMN: UMS, MECTO XUTENbCTBA, MECTO y4ebbl U Npoyee;
5. N3beran pasmelleHnsa poTtorpadui B IHTepHeTe, rae Tbl N306paXeH Ha MEeCTHOCTH,
MO KOTOPOW MOXHO ONpeaennTb TBOE MECTOMOSOXEHWE;

6. Npu pernctpaumm B coumanbHOn ceTn Heob6XoaMMO NUCMONb30BaTh CIOXHbIE NapPony,
cocTosilme 3 6ykB 1 UMAP M C KONMYECTBOM 3HAKOB HE MeHee 8;

7. Ana coumnanbHOM ceTu, NoYTbl U APYrMx canToB HEOOXOOMMO MCMNONb30BaTh pa3Hble
naponu. Toraa ecnu Tebst B3NoMaroT, TO 3MOYMbILLSIEHHUKN NoslydaT 4OCTYN TOMbKO K
OZIHOMY MeCTY, a He BO Bce cpaasy.

OnEeKTPOHHbIE AEHbMN

OrEeKTPOHHbIE AEHbIM - 3TO OYeHb yAOOHbIM cnocob nnartexen, ogHaKo CyLeCTBYHOT
MOLUEHHWUKN, KOTOPbIE XOTAT MNOMAYYNTb 3T OEHBLIN.

ONEKTPOHHbLIE AEHbIMN NOSIBUIINCb COBCEM He4aBHO M MMEHHO M3-3a 3TOr0 BO MHOIMX
rocygapctBax 4O CUX MOP HE MPONMCcaHo NPO HUX B 3aKOHAaX.

B Poccun e OHM (PYHKUMOHUPYIOT M O HUX yKe MPOMUCaHO B 3aKOHe, rae ux
pasfensitoT Ha HECKOSbKO BMAOB - @HOHUMHbLIE U HE @aHOHUMHbIE. PasHuua B TOM, 4YTO
aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaeTcd nNpoBOAUTbL onepaumn ©6e3
noeHTMdurKkaumMm nonb3oBaTtensd, a B HEaHOHMMHbIX MaeHTUMKauma nonb3oBaTens
aBnsieTca ob6a3aTenbHOMN.

Takke crnegyeT pasnuyaTb 3NEKTPOHHblE dMaTHbIE AEHbIN (paBHbI rOCY4apCTBEHHbIM
BantoTaM) W ONEKTPOHHble HeduaTHble [AeHbrM (He paBHbl FOCYyAapPCTBEHHbLIM
BantoTam).

OcHoBHble coBeTbl N0 6e3onacHom paboTe C ANEKTPOHHBIMU AEHbraMU:

1. MNpuBskn K c4eTy MOBUMbHLIN TenedoH. OTO caMbli YyAOOHbIM U BbICTPLIM cnocob
BOCCT@HOBUTb A0OCTYN K cyeTy. [NpuBasaHHbIn TenedoH NoMoXeT, ecnu 3abyaellb CBOM
NNaTeXHbI Naposib UNKU 3angellb Ha CanT C HE3HAKOMOro YCTPONCTBA;

2. Ncnonb3yn ogHopasoBble naponiv. ocne nepexoga Ha YCUMEHHYH aBTOpU3auuio
Tebe yxxe He ByaeT yrpoxatb ONaCHOCTb KpaXu UNu nepexesarta nnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. lNpecTtynHukam OygeT He NpOCTO yragaTb CrOXHbLIN
naponb. HagexHble naponu - 3To nNaponu, KoTopble cogepXaT He MeHee 8 3HaKoB U



BKIOYalOT B cebs CTpo4YHble M MponucHble GykBbl, UNUGPbI M HECKOSNIbKO CMMBOJIOB,
Takue Kak 3HaK gonnapa, dyHTa, BocknuuaTtenbHbIn 3Hak 1 T.n. Hanpumep, $tRONng!;;

4. He BBOOM CBOM NMYHbIE AaHHbIE HA calTaX, KOTOPbIM He JoBepseLlb.

ONEeKTpoHHas noyta

OnNeKTpoHHas no4ta - 3TO TEXHOMNOMMSA N NpeaoCTaBNgeMble el YCyrn no nepecoisike u
MNONYYEHUD SNEKTPOHHbLIX COOBLLEHUI, KOTOpble pacrnpefenstTca B KOMMbOTEPHOM
cetn. OObIYHO SNEKTPOHHbIA MOYTOBLIA AWMK BbIMMSAUT  criegylowmmM  obpasom:
MMS_Norib3oBaTens@ums_aoMeHa. Takke Kpome nepegadm npocToro Tekcta, uMeeTcs
BO3MOXHOCTb NepefasaTb hansibl.

OcHoBHble coBeTbl No 6esonacHom paboTe C ANEeKTPOHHON NOYTON:

1. Hago BbibpaTb NpaBuibHbIN NOYTOBLIN CEPBUC. B MHTEPHETE €CTb OrPOMHBbIV BbIGOP
OecnnaTHbIX MOYTOBLIX CEPBUCOB, OAHAKO fNydlle OOBEpsSTb TEM, KOro 3Haellb M KTO
NnepBbl B PEUTUHTE;

2. He ykasbiBan B NMYHON MOYTE NMYHYKO MHGOpMaumio. Hanpumep, nyduwe BbliOpaTtb
"My3blkanbHbIn_daHat@" nnm "pok2013" BmecTo "Tema13";

3. Vicnonb3yn OByxaTanHyo aBTopu3auunio. 3TO Koraa NOMUMO Mapons HY>XHO BBOAMTb
Kog, npucbinaemMbln no SMS;

4. Bblbepu cnoxHbih naponb. [Ons Kaaoro MOYTOBOro sAlMKa A0SHKeH OblTb CBON
HaOeXHbI, YCTOMYMBLIN K B3STOMY Naporsib;

5. Ecnn ecTb BO3MOXHOCTb HanmcaTb CamMOMYy CBOW JfIMYHbLIM BOMPOC, UCMOMb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3yh HECKOSIbKO MNOYTOBbIX AWMKOB. [lepBbln AN YaCTHOM NEepenucku c
agpecataMmn, KOTOPbIM Thbl JdOBepsellb. JTO 3JrEeKTPOHHbIM adpec He Hago
Mcnonb3oBaTh NpPU perncTpaunmn Ha popymax n cantax;

7. He oTkpbiBan hbannbl U gpyrue BNOXEHUS B NMUCbMaxX, Aaxe eCcriv OHM Npuwnu ot
TBOMX Apy3en. Jlydwle yTOYHU Y HUX, OTNPaBnsin fin OHK Tebe 3aTn dpannbl;

8. lNocne okoH4YaHusi paboTbl HA NOYTOBOM CeEpPBUCE MNepen 3aKpblTUEM BKMaOKM C
canTom He 3abyab HaxaTtb Ha "Bbitun".

KnbepbynnuHr nnu suptyansHoe n3gesaTenbCTBO

KnbepbynnuHr - npecrnegoBaHne cooOLeHnaMK, coaepXawumMmm  ocKopbreHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; couuanbHoe OOWKOTMPOBaHWE C MOMOLLBHO
pasnU4YHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbyNIIMHIoM:

1. He 6pocancs B 6on. Jlyqwmnin cnocob: nocoBeToBaTbCs Kak ceba BECTU U, €Cnn HET
TOro, K KOMY MOXHO 0OpaTuTbCs, TO BHayane YCrnokouTbcs. Ecnv Tbl HadHelwb
oTBeYaTb OCKOPOMEHMAMM Ha OCKOPOMeHus, TO TONMbKO ewe Oonblue pasoxKellb
KOH(PSINKT;

2. Ynpasnan cBoen knbeppenytaumnen;

3. AHOHMMHOCTb B ceTun MHuMas. CyLiecTBYHOT Crnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHWMHbIM aKKayHTOM;

4. He cTtouT BeCTu xynuraHckui obpas BUPTyanbHOW XU3HN. NHTEepHET dmnKkcupyeT Bce
TBOM OAENCTBUSA U COXpaHsaeT ux. Yoanutb nx ygeT kpanHe 3aTtpygHUTENBHO;

5. Cobntogan cBo BUPTYarbHY YeCTb CMOSIOAY;

6. WrHopupyn eguHuyHbIn HeraTuB. OpgHopa3oBble OCKOPOMTENbHbIE COOBLLEHMUS
nyywe nrHopuposaTb. OObIYHO arpeccusi NpekpallaeTcs Ha HavyanbHOM CTaauu,

7. baH arpeccopa. B nporpammax o6bmeHa MrHOBEHHbIMM COOOLEHUSMKU, B
coumarnbHbIX CeTsX €eCTb BO3MOXHOCTb OfIOKMPOBKM  OTMpaBkM  COOBLIEHUN C
onpeenieHHbIX agpecos;

8. Ecnn TbI cBugetenb kubepbynnuHra. TBOM OEWCTBUA: BbICTYNUTb MNPOTUB
npecriegoBaTens, rnokasaTb €My, 4YTO ero [AencTBuUs OLEHUBAKTCH HeraTtuBHO,
nogaepXaTb XepTBY, KOTOPOW Hy>KHa MCMXonornyeckas nomollb, CoOobWUTbL B3pOCHbIM
0 paKkTe arpeccuBHOro NoBeaeHNS B CETH.



MobunbHbIn TenedoH

CoBpemMeHHble CcMapTdOHbl WM nfaHWweTbl cogepxat B cebe BMOMHe B3POCIbIN
PYHKUMOHAN, 1 Tenepb OHW MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHbIMU KOMMbIOTEPAMMU.
OpHako, cpeacTB 3awWwmThbl AN NogO6HbIX YCTPOUCTB NOKa OYeHb Marno. TecTupoBaHue
N NOUCK YSI3BUMOCTEN B HUX MPOMCXOOUT HE TaK MHTEHCMBHO, Kak ans MK, 1o xxe camoe
KacaeTcsl U MOOUMBbHBIX NPUITOXEHNN.

CoBpemMeHHble MObOunbHble 6pay3epbl yXe MNpPaKTUYECKN [AOrHanmM HacToSbHble
aHanoru, ogHako paclmpeHne (pyHKLuMoHana BreyeT 3a cobon 60nbLUY0 CMOXHOCTb U
MEHbLUYIO 3aLMLLEHHOCTb.

[aneko He Bce Npoun3BOaMTENN BbINyCKalOT OOHOBMEHUS, 3aKpbiBaloOLWME KpUTUYECKMEe
YA3BMMOCTU O1151 CBOUX YCTPOMUCTB.

OcHoBHble coBeTbl Ans 6e3onacHocTn MOBUNBLHOro TenedgoHa:

Huyero He sBnsieTca no-HactodAwemy 6ecnnaTtHeiM. Byab ocTopoXeH, Beab Koraa tebe
npegnaraoT 6ecnnatHblA KOHTEHT, B HEM MOryT ObITb CKpbITbl KakMe-TO MnaTHble
ycnyru;

Oyman, npexge yem otnpaButb SMS, ¢oTO unn BMAeo. Tbl TOMHO 3Haelb, r4e OHu
OyayT B KOHEYHOM uTore?

Heobxoanmo oBHOBNATL OMepaunoHHY CUCTEMY TBOEro CMapTdOHa;

Mcnonb3yi aHTMBUPYCHbIE NporpamMMbl AN MobunbHbIX TenedgoHoB;

He 3arpyxan npunoxeHuss OT HEM3BECTHOrO UCTOYHMKA, Bedb OHM MOryT coAepxaTtb
BPe4OHOCHOEe nporpaMmmHoe obecnevyeHue;

[Mocne TOro kak Tbl BbIMAEWb C canTa, rae BBOAUM NNYHYKO MHOpMauuio, 3angm B
HacTpowviku 6paysepa u yganu cookies;

lMepuoamnyeckn NpoBepsan, Kakme nraTHble YCryrn akTMBUpOBaHbl HA TBOEM HOMEPE;
[aBai cBo HOMep MOBUIBHOrO TenedoHa TOMNbKO NAAM, KOTOPbIX Thl 3HAELb U KOMY
aosepsiellb;

Bluetooth gomxeH 6bITb BbIKMOYEH, KOraa Tbl UM He nonb3yelwbces. He 3abbiBan nHorga
NpoBepATb 3TO.

Online urpbl

CoBpeMeHHble OHMTalH-Urpbl - 3TO KpacOYHble, 3axBaTblBaloLLUMe pa3BrieyYeHus,
06beanHSAOLLME COTHU ThICSY YENoBEK MO BCEMY MUPY. VIrpOKM nccnenyoT AaHHbIA UM
Mup, obliaTca Apyr ¢ APYroM, BbIMOSHAT 3adaHus, cpaxatTcs C MOHCTpaMu u
nonyyarT onbiT. 3a YOOBOSbCTBME OHM NNATAT: MOKynawT AUCK, onfadmBaroT
abOHEMEHT unn NpnobpeTaroT Kakme-To Onuum.

Bce atn cpeactBa vayT Ha noggepxaHve W pasBUTUE UrPbl, a TakKkKe Ha camy
6e30nNacHOCTb: COBEPLLEHCTBYIOTCA CUCTEMbI aBTOPU3aLUK, BbINyCKalOTCA HOBbIE NaTyu
(umdbpoBble 3annaTky g NporpamMMm), 3aKpbiBakOTCA YS3BUMOCTU CEPBEPOB.

B nogobHbIxX nrpax CTOUT onacaTtbCsl HE CTOSIbKO CBOMX COMEPHUKOB, CKOMBKO KpaXku
TBOEro naporss, Ha KOTOPOM OCHOBaHa cucTeMa aBTopu3aunmn 6onbLUMHCTBA UTp.
OcCHOBHble coBeTbl N0 6e30MacHOCTU TBOEro UrPOBOro akKayHTa:

1. Ecnu gpyron urpok BegeT cebs nnoxo nnm cosgaet Tebe HenpuaTtHOCTU, 3abnokmpym
€ro B CNncKe UrpoKoB;

2. Tloxanyncsa agmMuHUCTpaTopaM Wrpbl Ha Mroxoe noBefeHne 3TOro WUrpoka,
XenartenbHO NPUIOXUTb Kakne-To AoKa3aTernbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nu4yHyto nHdopmMauuto B npodanne urpbl;

4. YBaxaun opyrnx y4acTHUKOB MO Urpe;

5. He yctaHaBnuBamn HeomymnanbHblie naTtiv n Moapl;

6. Aicnonb3yn CrioXHble 1 pasHble Naposnu;

7. Oaxe BO Bpemsi Urpbl He CTOUT OTKMYaTb aHTuBUpyc. [loka Tbl urpaellb, TBOW
KOMMNbIOTEP MOTYT 3apasunTb.

OULIMHI NNK Kpaka NNYHbIX SaHHbIX



OObl4HOM Kpaxen AeHer U OOKYMEHTOB CEerofHs YXe HUKOro He yAMBULLb, HO C
pasBUTUEM MHTEPHET-TEXHOMOMMIN 3M0YMbILUNIEHHUKN NEPEMECTUNINCL B WHTEPHET, U
nNpoAosKatT 3aHMMaTbCs "nbnmsiM" genom.

Tak nosBunacb HoBas yrposa: UHTEPHET-MOLLUEHHMYECTBA UNN OULLKNHT, rMaBHas Lenb
KOTOPOro COCTOMT B MOMyYEHUN KOH(PMAEHUMANbHbIX AaHHbIX Morb3oBaTtenen -
norvHoB 1 naporien. Ha anrnuickom asbike phishing untaetcsa kak domwuHr (ot fishing -
pblbHasa noens, password - Naposnb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIoM:

1. Cnean 3a cBOMM akkayHTOM. Ecnu Tbl nogo3speBaellb, 4TO TBOS aHkeTa Obina
B3NloMaHa, To HeobxoanMmo 3abrokMpoBaTh €e N CoobLNTL agMUHUCTPaToOpam pecypca
00 3TOM Kak MOXHO CKOpPEE;

2. Wcnonb3yn 6esonacHble Be6-canTbl, B TOM 4uCre, WHTEPHET-MarasvHoB U
MOMCKOBbIX CUCTEM,;

3. Ncnonb3yn croxHble 1 pasHble naponun. Takum obpasom, ecnv 1ebsa B3fnomaroT, To
3MI0YMbILLIIEHHUKN NOSy4YaT AOCTYN TOMbKO K OAHOMY TBOEMY NPOMUIIo B CETU, @ HE KO
BCEM;

4. Ecnn T1eba B3nomanu, T0 HeobxoaMmo npenynpeauTb BCEX CBOMX 3HAKOMbIX,
KoTopble fobaBreHbl y Tebs B Apy3bsAx, O TOM, YTO Tebs B3fnomanu n, BO3MOXHO, OT
TBOEro MMeHn ByaeT paccbinaTbCa cnam U CCbIfIKM Ha (OULLMHIOBbIE CalTbl;

5. YcraHoBu HagexHbin naponb (PIN) Ha MOBUnbHbIN TenedoH;

6. OTknouM coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan daunnbl 1 gpyrne BIIOXKEHUS B NUCbMaX, AaXe eCrivi OHU NPULLnn oT
TBOMX Apy3en. Jlydilie yTouHU Y HUX, OTNpaBnsany v oHn Tebe aTu dannsbi.

Lindgposaga penytaums

LincbpoBas penyTtaumsa - 3To HeraTMuBHasa Unm No3nTnBHas nHdopmMaums B cetn o Tebe.
KomnpomeTupytowasa nHpopmaums, pasMelleHHas B UHTEPHETE, MOXET Cepbe3HbIM
obpa3om 0TpasnTbCs Ha TBOEW peanbHou xu3Hu. "LindpoBas penytaumsa" - 370 TBOW
NMUOXK, KOTOPbIN hopMUpyeTcs U3 MHopMaLnn o Tebe B MHTEPHETE.

TBOE MeCTO >XUTenbCTBa, Y4yebbl, TBOE (pMHaAHCOBOE MONOXeHME, OCOBEHHOCTH
XapakTtepa n pacckasbl 0 61M3KnNxX - BCe 3TO HakannMBaeTCcs B CETU.

MHorme nogpoCTKM NErKOMbICIIEHHO OTHOCATCS K Ny6nukauum nNMYHON MHGOpMaLMM B
NHTepHeTe, He NoOHMMasi BO3MOXHbIX NOCHeACTBUI. Thl JaXe He CMOXeLb JoragaTbCs
0 TOM, 4YTO (poTOorpadusl, pasmelleHHass 5 net Hasag, ctana NpPUYMHON OTKasa MPUHSATb
Teba Ha paborTy.

KommeHTapuu, pasmelieHne TBoux doTtorpadoui un  gpyrme OencTtBus MOryTt He
MCYE3HYTb Jake Mocne TOro, Kak Tbl UX yAanuib. Tbl HE 3Haelb, KTO COXpaHumn aTy
MHOpMaLUMo, nonana N OHa B MOMCKOBblE CUCTEMbl M COXpaHUracb N OHa, a
rmaBHOE: 4YTO nogymarT o Tebe Ookpyxarlwime noan, KoTopble HauayT U YBUAAT 3TO.
Hantn nHdpopmaumio MHOro neT cnycts cMoXeT Nobon - Kak U3 gobpbix nobyxaeHun,
Tak U C HaMepeHUeM NPUYNHUTL Bped. ATO MOXeT BbITb KTO YroaHO.

OcHoBHble coBeTbI NO 3awmTe LMdpoBOn penyTaLmu:

1. MNogyman, npexge 4em 4to-TO nybnvkoBaTb M nepenasaTb y cebst B 6rore wnn B
couunanbHoOu ceTu;

2. B HacTporkax npodunsa yCTaHOBWU OrpaHNUYeHnst Ha NPOCMOTP TBOEro Npodunia n ero
COOEepXXMMOro, caernan ero Tonbko "ans apysen';

3. He pasmeluan n He ykasbiBan MHOpMaLMIO, KOTOpasi MOXET KOro-nmbo ockopbnsaTtb
nnm obmxaTb.

ABTOpCKOE npaso

CoBpeMEHHbIE LUKOSIbHUKM - aKTMBHblE MOMb30BaTenn UMMPOBOro npocTpaHcTBa.
OpHako Janeko He Bce 3HaKT, YTO NOSfb30BaHNE MHOMMMU BO3MOXHOCTSMU LMAPOBOro
Mupa TpebyeT cobnogeHns npaB Ha UHTENNEKTyanbHyt0 COGCTBEHHOCTb.



TepMnH "mHTennekTyanbHass COOCTBEHHOCTb" OTHOCUTCS K pPasfMyHbiM TBOPEHUSM
4YefloBeYeCKoro yma, HadMmHad C HOBbIX M3006peTeHun n 3HakoB, 0OO3Ha4aroLmx
COBCTBEHHOCTb Ha MNPOAYKTbI M YCIyru, W 3akaHumBasi KHuramu, doTorpadpumsmu,
KMHO(bMNbMaMn U My3blKanbHbIMU NPOU3BEAEHNAMM.

ABTOpCKUME npasa - 3TO NpaBa Ha MHTENNEeKTyanbHyt0 COBCTBEHHOCTb Ha NPOU3BEAEHMS
HayKu, nMTepaTtypbl U UCKyccTBa. ABTOPCKME MpaBa BbICTYNaKT B Ka4yecTBe rapaHTuu
TOro, YTO MHTENNEKTYarnbHbIN/TBOPYECKUI TPYL aBTopa He ByaeT HanpacHbIM, 4acT emy
cnpaseanuBble BO3MOXHOCTM 3apaboTaTh Ha pesynbTaTax CBOero TpyAda, NosyuvTb
N3BECTHOCTb U Npu3HaHue. HukTo 6e3 paspelleHns aBTopa He MOXeET BOCNPON3BOANTb
ero npousBedeHue, pacnpocTpaHATb, My6NMYHO OEeMOHCTpMpoBaThb, MpoAaBaTth,
MMNOPTMPOBATb, NMyCcKaTb B MPOKaT, NyGrMYHO MCMOMNHATb, MOKa3biBATb/MCMOSMHATL B
achmpe unu pasmewatsb B IHTepHeTe.

Mcnonb3oBaHme "nupatckoro” nporpammMHoro obecnevyeHms MoxeT NpUBECTU K MHOMMM
puckam: OT NOTepU AaHHbIX K TBOMM akkayHTam 4O B65IOKMPOBKM TBOEro YyCTPOWUCTBA, rae
yCTaHOBEHa HerneranbHasa nporpamma. He ctouT Takke 3abbiBaTb, YTO CYLLECTBYIOT
neranbHble N BecnnaTHble NPOrpaMMbl, KOTOPbIE MOXHO HANTU B CETU.

O noptane

CeTeBUYOK.pdd - TBOM [NaBHbIM COBETYMK B ceTU. 34ecCb Thl MOXEWb Yy3HaTb O
6e30nacHOCTM B CETU MOHATHbIM M OOCTYMHbIM $S3bIKOM, a MNpU BO3HWKHOBEHWM
KPUTUYECKOM CcuUTyauum obpaTutbCs 3a COBEeTOM. A Takke NpUHATb yvacTune B
KOHKYpCax 1 cTaTb cambIiM LIMPOBbLIM rpaxgaHUHoOM!



